First steps
with Axence nVision®

Find out how to get started with
our software quickly.

Have you installed the software and don't know what to
do next? Use the User Manual below, which will guide you
step by step through the basic configuration and facilitate
testing of the most important features.
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1. Scan the company network and create its map

The nVision software has a built-in scanner that detects all devices on the network and services
running on them (including HTTP, FTP, e-mail, database servers, etc.).

+ Select the Tools tab, then click the Discover New Network option.
+ Define the Scan options and click the Scan button.

a  Network scanning

ccccc

After scanning the network, all detected devices will be automatically monitored based on
detected network services that responded in the scanning process.

The list of devices, services, and parameters that you can monitor can be found here.
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=+ 2. Install the nVision Agent

Agent is a program that is installed on monitored computers in order to be able to:
+ collect information about user activities,
* inventory hardware and software,
* monitor connected storage media,

+ use the HelpDesk module for remote technical support.

(?) Check the available installation methods and select the one that suits you best.

After installing, wait at least 30 minutes and check if the data is being collected in the nVision console.

Important: To make sure that the software works properly, add the installation directo-
ry to the exclusions of the antivirus and firewall software you are using (details on how
to do this can be found on the manufacturers’ websites).

2 3. Connect the Active Directory server
(if functional in your organization)

With the help of Active Directory, you can easily and quickly import all users (including groups,
organizational units and hardware) to Axence nVision®, and thus monitor the entire organization.

(?) See how to synchronize Active Directory with the nVision database.
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https://axence.net/help/nVision13/en/installing_and_uninstalling_ag.html
https://axence.net/help/nVision13/en/index.html?monitoring.html
https://axence.net/help/nVision13/en/index.html?user_ad.html

4. Add assets, documents and licenses

in the Inventory module

The Inventory module enables an organization to easily manage hardware, software, and docu-
ments. To get to know its basic features, try adding a few of the following components:

4.1. Specify assets to be detected automatically on computers with the Agent installed:

*  Main tab > Asset Settings window > Asset Detection tab.
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4.2. Add the types of assets you want to monitor (e.g. monitors, computers, printers):

*  Main tab > Asset Settings window > Asset Types tab > Add.
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4.4. Add a software license:

«  Assets > Software > Licenses > Add.
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« Enter the necessary data, and then assign the appropriate application to it.
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4.5. Add a document:

* Assets tab > Documents > Select the document type > Send files.
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+  Enter the necessary data (here you can also associate documents with any assets).
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Adding & new document
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<No data to display>
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5. Verify user activity collected in the Users module

Thanks to the Users module, you can manage user permissions and block dangerous websites

and applications.

5.1. Verify the collected data (remember to wait at least 30 minutes after installing the Agent):

* Users > Select the User > User info.
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« Select User activity and check if you can see any data.
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5.2. Block sample websites:

«  Users > Select and double-click the User >Blockades tab > WWW filtering > Add rule.
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« Select the Block action and enter - one under the other - the list of domains
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Check that the indicated pages have actually been blocked.

() You can also define Blockades for any selected groups.
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o 6 Ana|yze productivity in the Sma rtTime mOdU|e 6.2. Mark applications that are productive, unproductive and neutral.

SrartTime will allow you to detect performance drops in individual teams and identify In the Applications tab, you will see a list of all applications running on computers with the agent.

unproductive websites and applications. . o o .
+ Click the action icon (gear) next to each application > Assign the correct status.
6.1. Verify that the app is collecting data. In the console, select: o o . _ ,
6.3. Set the productivity thresholds and check how the notifications informing about exceeding

*  Main tab > Open SmartTime > Click through the interface and see if there is data them work:

about user activity there.
« Settings > Enter the expected values and enable the option Send the daily alarm.
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7. Lock the storage media devices in
the DataGuard module

Protect yourself against taking away valuable and confidential information.

7.1. Block the memory stick in DataGuard:

*  Main tab > Connected devices > Select and double-click the device you want to block >
Click Add access rights.
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(4] Define deviee secess o X

Define device access rights @ How docs it work?
Use this window to define access nghts for a dovice AENEAN PULVINAR, 102.168.40.138 (¢

Device: AENEAN-PULVINAR, 192 163.40.138 (senean. pulv
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=+ 8. Try the other modules and web features
a) HelpDesk
8.1. Add a Test user.

*  Main tab > Users > Adding a user.
|| Axence nVision 13 x

Adding a user

* User name: ||

* Role: User bt
* Password:
* Re-type password:
* Full name:

E-mail address:

Add user Cancel

Enter the username, password, and assign a role and permissions to it.
(?) (other ways to add users can be found here)
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8.2. Create a ticket assignment rule and add an example automation:
* Open HelpDesk > Automations > Add Automation.
Enter its name and define:

* conditions - when the automation is to start,
* actions - what is going to happen.

= @ HelpDesk Enter a search phrase or a ticket ID Advanced search

[<] Adding an automation

GENERAL INFORMATION

* Name:  Sample autamation

Description: |t 3dds internal comment if ticket prionty Is set to 'High®

2 cnarscre
Status after creation: (@)
CONDITIONS
Ifmet  all ~  condmonsforticket  after it has been edited *
it | Ticket priority || wasehagedio v ligh - W

and | Adde condition |
ACTIONS

Add internal comment -
<1y

This is an urgent ticket. Please respond asap.

8.3. Add a new ticket. In the HelpDesk interface, select:

+ Tickets > Adding a ticket > Enter all the necessary data.

€ HelpDesk Enter a search phrase or a ticket ID Advanced search

[ <] Adding a ticket
Category:  Netwark

Subject:  No internet in the development room
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Hi we have a problem with internet connection today. We were poing to ry out new doud-based build so iLis quite important for us o have internet working
Please take a look at it asap]

Attachments: ¢ (upt020MD) {5 Add screenshot
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b) AdminCenter
*  Main tab > Open AdminCenter.
8.4. Add rows and columns*:

* Edit Dashboard > Click on the ,+”icon on the right or bottom edge.
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Automatic refresh is paused. It will resume when you finish editing the dashboard. English & Help  Privacy policy = Copyright ® 2022 Axcnce Sp. z 0.0. 5p. j.

*In the Freemium version you can create only one dashboard.

8.5. Add widgets **:

* Edit dashboard > click ,+” anywhere on the grid > Select the widget you want to add > Add.
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Automatic refresh is paused. It will resume when you finish editing the dashboard. English « Help  Privacy policy  Copyright © 2022 Axence Sp. 2 6.0. Sp. |
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Add new widget

Select the nvision module and the widget type

Network

**In the Freemium version, you can add up to 3 widgets.

8.6. Share the dashboard and verify that it is displayed in the browser:

« Expand the list of dashboards > Click the share icon > Copy the link and the access
token and display it in the browser.

£ nVision AdminCenter

First steps with z Axence nVision®

First steps
with Axence nVision®

If you need detailed information on software configuration,
read the Axence nVision® manual.

We also encourage you to participate in our webinars, during which
our expert presents the most important features.

Register


https://axence.net/help/nVision13/en/
https://axence.net/en/webinar

