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AXENCE NVISION® MPEAOCTABA CUT'YPHOCT M
EOEKTUBHOCT HA BALLATA OPTAHU3ALMA

NETWORK
MOHUTOPUHT Ha MPEXOBW
YCTPOMCTBA

BE3MIATEH MOAYJ1 NETWORK
. ‘_I_I o BE3MJIATHO BCUYKM MOAYIIU
/ \ [10 10 NVISION ATEHTA

DATAGUARD [' ; INVENTORY

3alluMTa Ha JaHHUTE YnpasneHue Ha AT
1 yripaBfieHne Ha

NHCTPYMEHTU 3a n \/l S | O n

CUTYPHOCT C')(CHCC®

HELPDESK @ ’l USERS

CucTema 3a 3aaBKu CurypHoOCT Ha flaHHuTe

W AUCTaHLMOHHa \ / W yrpaBneHue Ha
NOAAPBXKKA _— , noTpeéuTenuTe
N

aktuem (ITAM)

SMARTTIME
YnpasneHue Ha BpeMeTo
1 U3MepBaHe Ha akTUBHOCTTa
Ha noTpeduTenuTe

®YHKLIMOHAJTHOCT, AIOCTBIMHA

3A BCEKU NMOTPEBUTEN

ADMINCENTER
T ueHTbp 3a ynpasneHune
N CUTYPHOCT

6 MOAYJIA NMPEAOCTABAT LIAJIOCTHO
PELLEHUE 3A HYXXOUTE BAU

NETWORK
KoraTo TpF|6Ba na Ha6moaaBaTe Haln4yHnTe yCTpOVICTBa B MpeXaTa B/ 1 ncKaTe
npeaBapuTesiHo da Ccte I/IHCbOpMVIpaHVI 3a Bb3MOXHN NOBpean B HEA.

3

INVENTORY
KoraTto nmare Hy>XJa OT MbJIEH CMNCDHK C MHCTaMpaHnA cod)Tyep, yrnpaBJieHMe Ha JIMLUeH3nTe,
3arncun Ha ﬂ,'bJ'IFOTpaVIHVITe aKTMBK, aBTOMaTM3aLMA Ha KOMMKOTbPHNA MHBEHTAp.

USERS

KoraTto nckate fa npeaoTspaTuTe NpobrieMu, CBbP3aHi CbC CUIYPHOCTTA Ha GUPMEHMUTE
[laHHM 1 Ce CTPEMUTE KbM e(DEKTUBHO yNpaB/ieHne Ha NMOTPEBUTENICKUS OCTbM U
aBTOpPM3ALWMN,

g

@ HELPDESK
KoraTo vckaTe Aa ynpaBnsiBaTe 3asBKWTe OT CIY>KUTENUTE CU1, IECHO Aa UM OTroBapsiTe
W [la M OCUTypWTE OTAaseyeHa NoMoLL,

[' DATAGUARD
3a noBMLIaBaHe HMBOTO Ha CUMYPHOCT BbB BallaTa OpraHM3aLms Ypes 3aliuTa Ha AaHHUTE U
ynpas/ieHWe Ha BbHLHATa CUTYPHOCT OT efiHa KOH30/a.

=2 SMARTTIME

KoraTto nckate fa pasbepeTte KoM AeMHOCTU Ha CIYXXUTENUTE U EKUMUTE BU OTHEMAT
Haii-MHOro BpeMe 1 UcKaTe Aa onTUMmUsmpaTe eeKTUBHOCTTA Ha KITHOYOBM eTanm oT
paboTHMS NpOLIEC.

®YHKLMOHAJIHOCTWY,
AOCTbIHU 3A BCUYKU
1O  ADMINCENTER
(| -

KoraTo nckaTe fa cCb3fafeTe CBOM COOCTBEHM Tabsia C KIHOUYOBU CbOUTUA 1 mapaMeTpu Ha UT
MpexxaTa v fia rneaaTe pefloBHO 06HOBABAHM AaHHW Ha FOSIEMU eKPaHN 1 MPOEKTOPH.



NMPEACTABAME BU AXENCE, JIMAEP B UT YINPABJIEHUETO
PA3BEPETE C KAKBO CME PA3/INYHM!

.|II 2 S

ANVHAMMWYEH HAA 3500 [JIOBAJIHO 18+

pacTex pPefoBHU KIIMEHTU npucbhbCTBUE roavHu Ha UT nasapa
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NMPEAVUMCTBATA HA AXENCE NVISION®

ETO KAKBO LLE CMEYEJINTE, KATO MHCTAJTMPATE NVISION BBEB BALLUATA MPEXA:

MO-HUCKU PA3XOAU

OTKpI/IBaHe Ha U3NTNLLIHN COd)TyepHI/I JINUEH3N U

npeaoTBpaTABaHe Ha CKbroCTpyBaLUM NMPEKbCBAHUA.

BU3YAJIU3ALMA HA MPEXXATA
Brayanunsaums Ha BCUYKU MPEXOBU PECYPCU Upes
KapTu 1 atnacu.

Nno-A40BPA CUT'YPHOCT HA JAHHUTE
3allMTa Ha AaHHK OT KIFOYOBO 3HaYeHe 3a
KOMMaHWATa C Len npefoTBpaTaBaHe n3TuyaHe
Ha nHhopmauums.

NnoAroTBeHU 3A GDPR

MexaHnamuTe, Konto Axence nVision® n3nonaea,
rapaHTMpaT CcnasBaHeTo Ha NpaBuiaTa Ha GDPR
N HaManaBaT pucka OT CaHKLMN.

HALEXXAHO OBOBLLEHUE HA [IENHOCTTA

MeHnmKbpUTe NoslyYaBaT A40CTbM 40 MHbOopMaLWS
3a [leHOCTTa Ha OTAENHU CY>KUTENN U LN EKUMNN,
KOETO N03BONABa No-e(heKTUBHO ynpaBeHne Ha
BPEMETO, BKIIHOUYMTENTHO ANCTaHLMOHHO ynpasnieHue
Ha paboTaTta.

[l

NPEOOTBPATABAHE HA MPEXXOBU
NMPEKbCBAHUA

HabntogeHneTo Ha MpeXKoBUTe YyCTPONCTBaA
CbKpallaBa BPeMETO 3a ClpaBsHe C MHUMAEHTM.

OoNnTUMU3ALUA HA PABOTHUA MNMPOLLEC
MNoapeneTe opraHn3alMoHHaTa CTPYKTypa

¥ Cb3faiiTe NONUTUKA 3a ynoTpeba Ha UHTEpHET

¥ [OCTBM 10 NPUIIOXKEHUS.

EQVUH UHCTPYMEHT BMECTO MHOI'O
BCUYKM PECYPCU U CUCTEMI Ha eHO MACTO 6e3 fja ce
Hanara fja U3ronssaTe HAKOJIKO NMPUIOKEHWS 1 fa
NpaBuTe JOMbIHUTENHN PA3XOaM.

CNECTABAHE HA BPEME
EcdbekTMBHATa CHCTeMa 3a yrpaBreHyie Ha 35BKU
HaMansBa BpeMeTo 3a 06C/y>KBaHe.

PA3PELLEH AOCTbHI1 C MFA
CurypeH AocTbn [0 KOH30M1aTa

¢ MHorotakTopHo ygocToBepsiaHe (MFA),
YAOCTOBEpPSABaHe Ypes umenn n/mnm SMS.

bnaronapeHue Ha Axence nVision® Hue 3Haem 3a NPOGIEMUTE, NPEAN KPAKHUAT NOTPEGUTEN [a ' 3a6eexHy.

MALIVEN GABUAH — PHOENIX CONTACT



NETWORK

HABJTIOAEHVE HA MPEXXOBWTE YCTPOMCTBA

83% oT 6M3Heca MMaT HsikakBa hopma Ha HabNtoAeHVE Ha CbouTusTa (24/7).
M3TouHmk: The 2020 State of Security Operations, Forrester

70% OT MPEXOoBUTE 3afaum Ha LeHTbpa 3a JaHHM Ce U3MbJIHABAT PbYHO, KOETO
A g yBennyaBa BPEMETO, pasxoamTe U BEPOATHOCTTA OT rPeLLKM N HaMaridBa MBKaBOCTTA.
WN3TouHMK: Gartner

‘/I\I/" NPEANMCTBA HA MOLYJIA:

* npeforBpaTdaBaHe Ha CKbNocTpyBalUM NPeKbCBaHNA Ype3 OTKpMBaHe Ha NoTeHUnaHn
npn4nHK 3a nospean

¢ M0-BMCOKaA NPOMN3BOANTENTHOCT Ha 6usHec npouecuTe 6ﬂarogapeH|/1e Ha aeTannHa
l/IHCbOpMaLl,VIH 3a MPOTNHAHETO Ha KJTKOHOBUW YyCIyTK

* BUHArK akTyasnHu AaHHW 33 ebeKTUBHOCTTA Ha CbpBBHPA

vz | U | Zhon] Wit | mavem

e Ko EEA [

OYHKUMOHAITHOCTU HA MOAYNA:

* CKaHWpaHe Ha MpexkaTa, OTKp1BaHe Ha ycTpoincTea n TCP/IP
yCnyru

* VHTEepPaKTWBHM KapTW Ha MpeXaTa, KapTu Ha noTpebutenute/
KITOHOBETE, UHTENTUIEHTHN KapTU

* Bb3MOXXHOCT 3a pa60Ta Ha MHOIo agMUHNCTPATOPKU
eHOBPEMEHHO, yrnpaBJieHe Ha aBToOpu3npaHnTe npouecu
M npaBa 3a AOCTbl, JIOroBe Ha KOH30J1aTa C JIorose 3a
AAMWHNCTPATOPCKN AOCTbI

* TCP/IP ycnyru: Bpeme 3a peakumsa 1 TO4HOCT, CTaTUCTUKaA
3a nony4deHuTe/3arybeHnTe nakeTw (ping, SMB, HTTR, POP3,
SNMP, IMAP, SQL 1 ap.)

o WMI 6posun: HaToBapBaHe Ha NpoLecopa, M3nof3BaHe Ha
nameTTa, M3Nos3BaHe Ha AMCKa, MpexXoB TpaHcdep 1 ap.

* npousBoaMTeNHoCT Ha Windows: NpoMeHu B cTaTyca Ha
nporpamarta (CTapTupaHe, CnvMpaHe, pecTapTupaHe), perncTsp
Ha CbOWTUATa

* patumum 3a SNMP v1/2/3 (Hanp. MpexkoBu npeHoc,

TemMnepaTypa, BNa)KHOCT, E1eKTPUYECKO HanpeXKeHne, HBO Ha
ToHepa n ap.)

Bb3MOXHOCT 3a Nnpunarade Ha 6poaYM Ha NPON3BOANTENHOCT
KbM YCTPOMCTBOTO crnopeA LwabnoHa (Moaen)

KomnunaTtop Ha MIB dainose

noaapbxka Ha SNMP kanaHu

pyTepu v Cyn4oBe: MpeHaco4BaHe Ha NopToBeTe
noaapbyxkka Ha Syslog cbobLeHns

npeaynpeanTenHn CbobLLeHNs 3a CbObUTUS U AeNCTBUA

npeaynpeanTenHn cbobLeHus (Ha AecKTona, Ypes UMeNs,
ype3 SMS) 1 KopurmpaLm aeincTena (BKItoYBaHe Ha
nporpamMa, pectapTupaHe Ha yCTPOMCTBOTO M Ap.)

oT4YeTH (3a YCTPONCTBA, KIIOHOBE, N36paHn KapTu UK LsnaTa
Mpexa)

HabntoaeHme Ha cnnucbk ¢ Windows ycnyri

noaapbXKa Ha Metoam 3a kpuntupaHe AES, DES 1 3DES 3a
SNMPv3

HabMtofEeHME 1 yNpaBeHne Ha BUPTYanH1 MallvHn Ha VMwa-
re

CogryepwT Axence nVision® e HagexaeH n ieceH 3a n3nondsaHe. Cres BHEAPABAHETO UHMPACTPYKTypaTa Ha

Haluata KoOMriaHus e ro-CurypHa.

FTMPMAHTAC BO3A, NORTHWAY BIOTECH

Axence nVision® ynecHsiBa HAMUPaHETO M ANarHOCTULIMPAHETO Ha MPobeMu ¢ paboTaTa Ha Mpexata v OTAe/THNTE
KOMITHOTPY, AOPY MPEAN TEXHUTE NOTPEGUTENN Aa Pa3bepart, Ye Hello He e Hapesd. OTHeMa M1 caMo MOMEHT Aa
MPOBEPS AanN MPEXUTE B MOUTE KITOHOBE PaboTAT 6€3MPpO6SIEMHO Ui JaJIn MPOLECOPBT MM MAMETTa Ha HSIKOM

OT KOMMIOTPUTE Ca MPETOBAPEHM MITH HE.

YMCA, CALL



INVENTORY

YMPABNEHWME HA NT AKTUBATE (ITAM)

OYHKUMOHAITHOCTU HA MOAYNA:

$359 munuapga MuIMapaa Aonapa pasxoam no Lenus CBAT 3apaam 3noHaMepeH codTyep oT * YnpaBneHve Ha VT akTUBW — ynpaBfeHne Ha BCUYKM aKTUBH,
HenuueHsmpaH cobTyep. 3a KouTo oTroBapa UT otaena
WN3Tounnk: Global Software Survey, BSA * noapo6Ha nHbopMaLMa 1 3anncu Ha AERHOCTUTE, U3BBPLLEHN

BbpPXYy aKTUBUTE NPe3 LesnAa XXN3HEH LUNKbB/, Bb3MOXXHOCT 3a
ﬂedJVIHVIpaHe Ha CTaTyCu, NojsieTa N reHepmpaHe Ha npoToKoIn

$ $19.5 munuappaa fonapa oT HenmueHaupaH codTyep B CeBepHa AMepyka 1 3anagHa Espona. ¢ NprCBOABAHE Ha AOKYMEHT Ha MHOXECTBO akTuBK
S M3TouHwk: Global Software Survey, BSA €HOBPEMEHHO
* 6a3upaH Ha Wab/oH reHepaTop Ha JOKYMEHTU

¢ aBTOMaTM4YHO HOMEpPMpPaHe Ha }J,O6aBeHl/lTe aAKTNBU U

/\/ _ [IOKYMEHTW MO 3afaAeH MOAEeN Ha HoMepupaHe
N PE'B'M MCTBA HA MOﬂ,YﬂA. * YnpaBneHne Ha coPTyepHM akTUBM - OBLIMPHA CUCTeMa 3a

« MbreH KOHTPON Bbpxy Halt-ronamata UT undpacTpykTypa ynpaBJieH1e Ha NPUNOXEHNS U IMLIEH3W, MAeHTUDULMPaHe Ha

M3MOJI3BAHETO Ha NLIEeH3N
® MO-HNCKW pa3Xodn Ha T otpenute 6ﬂaronapeHV|e Ha Bb3MOXXHOCTTa 3a OTKpMBaHe Ha

L]
N3MNLLHV NNLEH3 (33 HensnonaeaH codTyep) TaKcyBaHe Ha BCAKaKbB BUL INLEHS, BKIIOUNTESTHO

MoJennpaHe Ha obnayeH NuLeH3
* MMbJiIeH CMNCDBK C VIHCTaJ'IVIpaHl/Iﬂ/I/ISI'IOJ'BBaHVIﬂ codJTyep cuen n36areaHe Ha rnotu

MOBWJTHO MNMPUJIOXXEHUE:
ACUCTEHT 3a MHBEHTapu3aLmns

ey VIBAH TAHEB - Bb/ITAPCKA GOH/IOBA EOPCA

Border

BUKTOP CTAHEB - LIEHTPAJIEH OEMO3UTAP ALl

TaKCyBaHe Ha NMLEH3 No NoTpebuTen, yCTPONUCTBO, CEPUEH
HOMED MMM Bb3 OCHOBA Ha MHCTanupaHaTa Bepcus Ha
NPUNOXEHNETO

MHBEHTapPU3aLUMs Ha akTUBM C Bb3MOXHOCT 3@ apXMBUPAHETO
M

nperneq Ha INLEH3M, MPUCBOEHW Ha NOTpebuTes, paboTeLy Ha
MHOXECTBO YCTPOMCTBA

oTAaneveH JoCTbN A0 GannoBUA MEHNIXKBP C Bb3MOXHOCT
3a n3TpMBaHe Ha NOTpebuTenckn Gannose

nHbopmaLma 3a xapayepHa KoHburypaumsa 1 3anucu B
CUCTEMHUS pErncTbp, hannose 1 .zip apxmeBu Ha paboTHaTa
cTaHuua

ynpaBfeHne Ha CoPTyepHW MHCTanaumnm/aenHctTanaumm Ha
6as3aTa Ha NaKeTHUSE MEHUAXKBbP Ha MSI

npeaynpexaeHna: nHcTanupaqe Ha codTyep, MPOMeHN B
xapayepa

i 3a Android
MBTETIAHE
Dell PZTYTH (HOMY
, =
s * Axence nVision® Hu omara B exesHeBHaTa paboTa o HabitoAeHNe 1 yrpaseHue Ha HalmTe VT akTusu.

Company Hew -

e bnarogapenue Ha Axence nVision®, Hue n3BbpLUBaME XapAyepHM 1 COTYEPHI OANTM 38 MUHYTM U [10/1yYaBamMe
D e MBJIEH CIIMCHK Ha HaLLMTe akTUBM 1 MHCTanpaH copTyep. Hue Habmogasame ycTpoicTBa B Mpexata

T o o 1 110JlyyaBame M3BECTHS 38 BCAKAKBM MPOMEHU B TAXHOTO ChCTOSIHUE - M COPTYEp.



4% USERS

SALLWTA HA AAHHUTE N YTIPABJTIEHWE HA TIOTPEBUNTEJINTE

E 42% OT aHKeTMpaHWTe paboTHULM ca NpeanpUeni onacHo AerncTBme (KIMKHAMN ca Bbpxy
3JIOHaMepeHa BPb3Ka, U3Ternnin anospeneH cochyep NN PasKpunn INYHNUTE CU AaHHW UK
MAEHTUDMKALMOHHN AaHHM 33 BXO[).
M3TouHuMK: State of the Phish Report

83% OT aHKeTUpaHWUTE Cnofennxa, 4e TEXHUTE OpraHM3aLmm ca NPexmBenn NoHe efHa ycnewHa
OUWKWHF aTaka, 6a3npaHa Ha nmenn npes 2021 1.

M3TouHmK: Cyber Security Report

NMPEANMCTBA HA MOLYJIA:

* nofo6psiBaHe HMBOTO Ha KOPMopaT1BHA CUIYPHOCT: BI0KMPaHe Ha onacHu ye6 AoMelHM CpeLLy
CnyYaliHo OTBapsiHe 1 3apassiBaHe CbC 3/10BpeaeH cohTyep

* Mno-eeKTUBHA MNONWTVKA 338 CUIYPHOCTTa 6arofjapeHune Ha ynpaBeHeTo Ha A0CTbIa,
aBTOPW3MPaHW NMPOLIECU U HABIOLIEHWE Ha AENHOCTUTE, Bb3NOXEHW HA KOHKPETEH CIYy>XKUTEN,
a He KOMMITBPA, Ha KOMTO paboTu

* OTYETHOCT NPU UHLUMAEHTY - NOAPOBHO OBOBLLEHNE HA JENHOCTTA

Administratar

B SCREENSHOTS
o evens

¥ oaTacuman

& UKD

& sermngs

Belongs to g

OYHKUMOHAITHOCTW HA MOAYNA:

USINIOCTHO YrpaBrieHve Ha NoTpebuTenuTe, 6asnpaHo Ha rpynm
M NONUTUKM 38 CUTYPHOCT

NPUCBOSABaHE Ha aKTVBHOCT, paspeLleHns 1 aHHK 3a AOCTbN
Ha NoTpebuTens, He3aBMCUMO OT paboTHaTa CTaHLUMS, Ha
KOATO paboTn

pa3rpaHuyaBaHe Ha Koe YCTPOMCTBO € M3BbPLUEHa JafeHa
NenHoCT

ynpaBfeHne Ha npaBunaTta 3a 611oKupaHe Ha NpUIoXeHns 1
yebcaitToBe (Cb3faBaHe, rpynvpaxe, AybnupaHe Mexay rpynu
noTpeéutenn)

MbnHa nHTerpauus ¢ Active Directory

MHTEerpaumns cbC CNMChbLUM 3a CUTYPHOCT, BKOUUTENHO CERT,
3a 610KMpaHe Ha A0CTbMa [10 3/lI0HaMepeHn yebcanTose

13MON3BaHN NPUNOXEHNs (aKTUBHO U NMacWBHO)
noceTeHn canToBe (3arnasus U agpecy, 6pol 1 Yac Ha
noceleHnaTa)

pasnevaTBaHe Ha oAUTH (MPUHTEp, NOTPeGHTEN, KOMMIOTHP),
pasxoam 3a pa3nedaTBaHe

ynotpeba Ha MHTEPHET Bpb3KaTa: MpexoB Tpahuk, reHepupaH
OT NoTpebutenuTe

oTAaneyeH CTaTUYeH U3res Ha JeCKTomna Ha NOTpebuTennTe
(6e3 pocTbm)

CHMMKa Ha ekpaHa (MCTopua Ha paboTaTa Ha NoTpedbuTenuTe
ypes cepusa OT CHUMKM)

HabntofeHME Ha UMEIN KOPeCNoHAeHUUATa (3arnaBws) cpeLly
ULLNHF aTaku

OTKpUBaHe v NpeaoTBpaTsBaHe Ha NoJO3PUTENTHO
NoTPebUTENCKO NOBEAEHME, BKITKOUUTENHO jigglers

noapo6Ha MHhOopMaUMs 3a MPOABIIKUTENHOCTTA Ha
paboTHWUTE AEMHOCTM (Yac Ha 3anoYBaHe 1 NPUKIIYBaHE Ha
JeAHOCTUTE 1 NOYNBKUTE)

6/10KMPaHe Ha MpoLecuTe 3a U3MbJIHEHNE Bb3 OCHOBA Ha
MecTononoxeHneTo Ha .EXE daina

PErncTbp Ha HapyLleHWsITa Ha 61oKMpaHe, cCboupall
nHdopmauns 3a onNMTK 3a AOCTBN A0 BOKMPaHK yebcaToBe,
cTapTupaHe Ha 3a6paHeHy NPUNOXEHNA U U3TernsaHe Ha
(harnose CbC 3abpaHeHn PasLLIMPEHNS

CUrHanm 3a HUMAEHTW, CbBpaHu B perncTbpa Ha
HapyLieHusTa

To3u MPoAYKT e MOSIT M360p 3@ BCUYKO, OT KOETO Ce HYXKAas 38 MOSI GU3HEC U MOUTE KIIMEHTU. HOBUST 3almTeH
oTaneqyeH 4OCTbI1 3@ OTAANEYEHH TOTPEBUTENN e M/IHOC U CTPAaXOTHA YHKLUS, KOSITO 3aroYHax Ja u3rnosi3sam,
KOraTo MbpBOHAYasIHO ce nosieu. Mora fa cbbupam perncTpaymoHHy aiinose, 3a Ja BUAsl JOCTbI1, COPTYEPHH
aKTyanusaumi v MHoro Apyru. MogymbT Inventory cu 3acnyxaBa LeHaTta. BuHaru nony4aBam CTpaxoTHa
MOAAPBXKKA, KO MMa Hyx/a. BCbLUHOCT J06aBUX TO3M MHCTPYMEHT U KbM GOJTHULIATA, KbAETO 65X UT aupekTop
B MIPOAB/KEHNE HA HAKOJIKO rOAMHM. [1epCOHATBT MU O Xapeca, 3alloTo belue TOIKOBA JIeCeH 3a U3r10/13BaHe 1

MHCTaImMpaHe Ha BCUYKM PAGOTHM CTaHLMMU M CbPBBPA.

PAHJAJT MAYEKO - PACH SECURE TECHNOLOGY LLC



HELPDESK

CNCTEMA 3A SAABKN N ANCTAHUNOHHA NMOLALP BbXKA

54% ot UT cneumnanncTuTe cMaTar, Ye AMCTaHUMOHHaTa pa60Ta LLe 310K KOMMNaHnATa Ha
rnoBeYye pMCKoBe 3a CUTYPHOCTTa.
M3TOuHMK: OpenVPN

79% oT aHKeTUPaHWTe Ca CblrflaCHKU, 4e Korato nT npo6neM|/|Te He ce AoKNaaBaT, TOBa BUHArun
BOAW OO No-rosieMun ﬂpO6ﬂeMM.
M3TouHumK: The Experience, Nexthink

NPEANMCTBA HA MOLYJIA:

* MO-HWUCKM pas3xoam 3a TEXHMYECKa NOMOLLL 1 CNecTsaBaHe BpeMeTo Ha T ekunute

* M0-706pa KOMYHUKALMS MEXY aAMUHUCTPaTOpUTE U NOTpeduTenuTe (rpynosa u
VHOMBWAYaNHa KOMYHUKALNSA)

¢ MO-MaJIKO CKbMOCTPYyBaLLUM NMPEKbCBAHNA 1 MO-BNCOKA NMPON3BOANTESTHOCT Ha CIYy>XXUTENTNTE

* OMCTaHUMOHHa AMCTPMOYLUMS Ha haioBe - BKIHOUMTENHO cCoPTyep A0 MHOMO paboTHW CTaHUmMm
eJHOBPEMEHHO

¢ O6pa3OBaTeﬂeH KOMMOHEHT — CNYyXUTennTe narpaxxgat 6asa OT 3HaHWA

OYHKUMOHATHOCTW HA MOAYNA:

Cb3aaBaHe v ynpasrieHne Ha 3as8BKM 3a 06CY>KBaHE Ha
npo6nemu (BbanaraHe Ha agMUHUCTPaTOPUTE)

BBH3MOXHOCT 3a NMOCOYBaHe Ha I1LE, KOETO fja MpMeMe 3asiBKaTa
OrpaHM4yaBaHe Cb34aBaHETO Ha 3asiBKM OT M36PaHM
NoTPebUTENCKIN FPyni caMo A0 ONpeaenieHr KaTeropum
Cb3faBaHe Ha NoToLM 3a OA06peHWe Ha 3as8BKM Bb3 OCHOBA Ha
KaTeropuaTa, NPUCBOEHA Ha 3asiBKaTa

KOMEHTapK, CHUMKa Ha ekpaHa 1 npukadveHn Gannose Kbm
3anBKuUTE

ynpaBlieHne Ha BUAMMOCTTa Ha OTAENTHUTE 3adBKW, onpeaendHe
Ha npasBwiia 3a TOBa KON MOXe Oa rn npernexna

Cb3fjaBaHe Ha NepcoHanMampaHu noseTa, CBbpsaHu C nsbpaHaTa
KaTeropus 3anska

noTpeduTenckin Npodunmn B N3rnea Ha 3asBky, MO3BOABALLM
NIOEHTUDULMPAHE Ha NOTPeBUTENA No Tene@oHeH HOMEP, UMENT
aApec, flaHHW 3a HabnoaBall

cohTyepHO XpaHWnLLE - Bb3MOXHOCT 3a Cb3aBaHe Ha CMMCHK
CbC 3aLUUTEHN NMPUIIOXKEHNS 338 CAMOCTOATENHO MHCTaNMpaHe oT
notpeéutens

O6paboTka Ha yBeJOMIIEHNS B aHOHUMEH pexxm (MoaapbKa
npu U3MbJIHEHWE Ha M3NCKBaHWATA Ha ,JupekTvBaTa 3a
nofaBaHe Ha aHOHUMHM CUrHaKn")

npaBHWN JOKYMEHTW OTHOCHO 3alluTaTa Ha nuaTta, nogaBalin
CUTHaM 3a HepeaHOCTH, BKITFOYNTETHO o6pa3eu Ha BbTpelHnTe
npasuna 3a goknaasaHe, UsnckBaHum ot [npekTmeaTta

aBToMaTu3auus, 6a3npaHa Ha NPeanosIoKEHNE: yCoBMe
»[encTemne

onpeaesiaHe Ha 3aMeCTHUUM NMPK Bb3J1araHeTo Ha 3adBKNUTE
n3rnej Ha M3BecTUATa 1 3asBKUTe, OBHOBSIBaH B peanHo Bpeme

6a3a JaHHW CbC 3aABKMTe, OCTbIHA Ype3 MOAepHa crucTema 3a
TbhpceHe

6a3a OT 3HaHWA, BKIIKOYBALLA TeEMU, pasaesieHn Ha KaTeropum
1 Bb3MOXHOCT 3a NpukayBaHe Ha n3obpaxeHuns n YouTube
BUaEa

NPUATEH N UHTYUTMBEH yeb nHTepdeiic
[1Ba pexknma Ha 1arnef - CBeTb/l U TbMeH

BbTpeLlHa cucTeMa 3a He3abaBHU CbOBLLEHWS (YaT) B OnuUms
3a NpefocTaBsAHe Ha paspeLleHns, nsnpatlaHe Ha hainnose 1
Cb3/aBaHe Ha rpynos yaT

CBOBLLEHMS, U3MNPATEHM A0 NOTPEBUTENN/YCTPONCTBA
C BKJ/ItOYeHa U36npaemMa/3ab/HKUTENHA Onums 3a
MOTBbPXKAEHWE, Ye Cca NoydeHn

eAHOBPEMEHEH OTAanedYeH JOCTbM OT HAKOKO
aAMUHUCTpaTOpPa A0 eOMH 1 CbLUM areHT. [TbfiHa NoaapbKKa
3a TePMUHATIHN Cecun

Bb3MOXHOCT 3a M360p Ha NOKasBaHNA ekpaH Npw oTaaneyeH
[OCTbN

oTAaneyeH JOCTbM A0 YCTPOMCTBA C BKHOYEHA OMNLUMA 33
6/10KMpaHe Ha MULLIKa/KaBnaTypa

OBYMNOCO4YHO CcriogenaHe Ha dJaVIJ'IOBe

ynpaBneHune Ha Windows npoLecu Ypes MHPopMaLMoHeH
npo3opel|

pasnpegeneHne Ha Bainose U akTWBHW 3aaqn (OTaanedYeHo
WHCTanvpaxe Ha codTyep)

06paboTKa Ha 3asiBKM, U3NpaTeHn Ha UMelN aapec

NHTerpauus Ha noTpebutenckara 6asa aaHHM ¢ Active Direc-
tory

yrnpaBrieHne Ha JIOKaHW NoTpebuTenckm akayHTu Ha Windows

OTAane4eHo pefakTMpaHe Ha perncTbp Ha KOMMKOTPK C
NHCTaIMpaH areHT nVision

nperneq Ha XxpoHoJIorMaATa Ha M3BECTUATA B AreHTa

TexHn4Yeckarta nogApbXKKa v O6y‘-IEHM€‘TO, KouTo Morart fia 6'b,ﬂaT TNPELJIOXKEHN C TO3N cod)ryep, Ca peBOJIKOLNOHHMN.
[lo BCcsSKO Bpeme I'IOTDEéI/ITGHQT MOXXe Jla roncka riomouy rpu yripasJieHNeTo Ha BCSKa (,'b)/HKL{Mﬂ - U HE €
H€O6XO,£{MMO Aa riaHmnpam JIM4HO roceljeHne B gaZleH MOMEHT B 6'b,ﬂeLL(e wnin ga ce ornntBam [fia roBops c
HOTD€6MT€/7H ro Teﬂe(f}OHa. CmMmsTaMm, 4ye camo Tasu d)yHKLIMH Mu criecTu 44 yaca camo rpe3 noc/eHNs Mecel.
Hsama fa criomeHaBam KoJiko I7pO6J7€MM petumx B IT oTgena v ysnata opraH13aLms, Korato 65X Ha No4YnBKa.

YMCA, CALL



DATAGUARD

SALLUWTA HA AAHHWUTE N YTITPABJTEHWE HA
NHCTPYMEHTW 3A CUT'YPHOCT

1,000+ yyBCTBUTENHM (haliNoBe Ca OTBOPEHU KbM BCEKM CY>KMTEN B MOYTU ABE TPETU OT
KOMMaHUNTE.
MaTouHumk: Data Risk Report, Varonis

g $8.68 munuona gonapa - € cpefHaTa 06L1a LieHa OT NPobuBa Ha AaHHK B opranmsauma B CALLL
ﬁ MaTouHmk: Cost of a Data Breach Report, IBM

N NMPEAVIMCTBA HA MOLYJIA:

¢ noBulaBaHe HMBOTO Ha CUTYPHOCT Ha AaHHNTE Ypes 3allinTa cpeLlly N3Tn4aHe

* HamMassiBaHe Ha p1UCcKa OT cTpaTermyecka 3aryba Ha AaHHW Ypes NpeHOoCKMMM YCTPOMCTRaA 3a
MacOBO CbXpaHeHMe 1 MOBUIHN YCTPONCTBA

* yrpaBJieHVe Ha MHCTPYMEHTU 3a CUrypHoCT (aHTuBMpYC, firewall) oT eaHa koH3ona

OYHKUMOHAITHOCTW HA MOAYNA:

aBTOMaTWYHO CTapTMpaHe Ha HabntoaeHe No noapas3brpaHe
1 NONUTMKA Ha CUIYPHOCT 3a OTAENHWTE NOoTpeduTenm

CIMNCBK C BCUYKM yCTpOPICTBa, CBbpP3aHN C KOMIMOTPKU, KOUTO
Ca 4acT OT MpeXXaTa

OAMT (MCTOPWST) Ha CBbP3aHUTE YCTPOCTBA U OrnepauunnTe,
M3BBPLUBAHM HAa MPEHOCUMY YCTPOICTBA U IMCKOBETE,
criofieNneHn B MpexaTa

0fWT Ha GannoBWTe onepaumun B NOKanHUTE ANPEKTOPUN

ynpasneHue Ha NpaBaTa 3a AOCTbN (3ana3BaHe, MyckaHe,
BM3yann3auus), CBbp3aHu C yCTPONCTBa, KOMMIOTPU 1
noTpeduTenu

nHTerpaums ¢ Windows Defender: ynpasneHue Ha
HaCTPOMKUTE Ha BrpaZeHnst aHTUBUPYCeH cobTyep ¢ onuust 3a
npeaynpexaeHne 3a BCUYKM OTKPUTM NMPo6nemMu 1 pesyntaTy
OT CKaHupaHe

OTKpUBAHe Ha aHTMBUPYCeH codTyep, pasnudeH oT Windows
Defender

nHterpauns ¢ Windows Firewall: akTuBMpaHe 1 eakTuBrpaHe
Ha 3aluMTHaTa CTeHa 3a M36paHn TUMoBe BPb3KK, Cb3faBaHe
Ha NpaBuna 3a Tpaduk, YeTeHe Ha CbCTOSIHWETO Ha 3allMTHaTa
CTeHa Ha paboTHUTE CTaHUUK

LeHTpanHa KoHdUrypaums: cb3fjaBaHe Ha NpaBua, BannaHu
3a usnata Mpexa, 3a U3bpaHu MPEeXoBM KapTy 1 3a rpynin 1
noTpebutenn Ha Active Directory

NHTerpaums Ha 6asaTa fJaHHN Ha NoTpebuTenckaTa u
rpynoBata 6a3a AaHHu ¢ Active Directory

nHTerpauns ¢ Windows Bitlocker: cbcTosiHne Ha TPM moayna
W KpUMTUpaHe Ha TOMOBeTE

KpUNTMPaHe Ha oThanedyeH ANCK ¢ NnoMoLLTa Ha BitLocker
HabnofeHve Ha GainnoBK onepaLum 0T MPEXOBK aKTUBH,
crofeneHu oT YCTPOMCTBA, KOUTO He Ce NMoAabpyKaT oT AreHTa,
Hanp. Synology, Qnap macveu 1 ap

npefynpeanTenHu CboOLLEHNS: CBbP3BaHe/NpPeKbCBaHe Ha
Bpb3KaTa Ha MOBWUITHO YCTPOMCTBO, onepauum ¢ dhainoBe Ypes
MOBUITHO YCTPOMCTBO

BBH3MOXHOCT 3a U3TPUBAHe Ha HeCblLeCTBYBaLLM/
npemMaxHaTtm

HOCWTENW Ha AaHHW (Hanp. dnall naMeT yCTPOoiCTBa)

npefynpeanTeNiHM ChOoBLLEHNS 38 CBBP3aHN BbHLLHM
ycTponcTBa (6e3 ja ca 0603HaYEHM KaTo pa3pellieH HOCUTeN)

* 0ANT Ha hanNoBM onepaLumn B NIOKaHW NOTPEBUTENCKN

OMpeKTopun

Axence nVision® uma TOYHOTO KOMHECTBO (YHKLIMM U QYHKLMOHAIHOCTH. MIHCTanaymaTa e 6bp3a u
JIeCHA, OCHOBHATA KOHMUIypaLms u MEHIOTATa CIeABAT JIOrMYHa MoCaeq0BaTENHOCT U Ca MHTYUTUBHY.
AnMuHUCTpaTOpUTE Ha NVision MOraT Aa ro Hakapar Ja paboTu 1 [ja Cbbepar LieHHM JaHHW 3a KPaTKO BPEME,

A0pn Npean BbBEXAAHETO Ha rparose v ajaapmum.

XOPXE OJIEHEBA, MPOPECOP M0 MPEXW 1 BE3XNYH KOMYHUKALNW HA JAHHW, KONEX IXXOPIXXK BEPAYH



=Y) SMARTTIME

YNPABTEHWVE HA BPEMETO M CTATUCTWIKA 3A JEMHOCTTA

HA TTOTPEBUTEJINTE
\’\ OTHeMa cpefiHo 23 MUHYTH M 15 ceKyHAM, 3a Aa ce hoKycupaTe OTHOBO BbpXy 3aAada cnej
“I. pa3cenBaHe.

M3TOYHWK: Zippia

[ o
) g CpefHo cnyxuten npekapsa 40 32% OT BPEMETO CU B counanHuTe Meaum uimn 2,35 yaca AHeBHO.
O M3ToYHMK: Zippia

6h13m

| I |I[!n.)|||. l“lm!. IIJ IU|”.I|||I

M NPEANMCTBA HA MOLYJIA:

* npekpaTsBaHe Ha HeeeKTUBHM JENHOCTM U3BBPLLUBAHN OT CIYXXUTENNTE U HamMassiBaHe Ha
BPEMETO 3a 3aBbpLUBAHE HA OCHOBHM 3a4a4M 1 NPOEKTK

* Mo-006pa KOMYHUKaLWA C MEHUIKbPUTE Ha KOMMaHWATa 6n1arogapeHne Ha HesabaBHUS JOCTbN
J10 BaXkKHW JaHHW 6e3 HamecaTa Ha T oTaena

* HezabaBeH AOCTbM [0 CTAaTUCTMKATa Ha M3BbpLUeHaTa paboTa 3a BCEKM MEPUOA OT BPEME U
no-no6pa NHPOPMUPAHOCT 3a COBCTBEHATA e(DEKTMBHOCT

* OTKPWBaHe Ha Hali-BpeEMEEMKINTE OHMTalNH AENHOCTN, KOUTO pa3cenBaT BHUMAHUETO U UMaT
HebnaronpusATHO BANSIHUE BBPXY NPOAYKTMBHOCTTA Ha CY>KMTENNTe N eKnnuTe

2h20m

3hd6m 2h27m

| |.|'[h|u,

OYHKUMOHAITHOCTW HA MOAYNA:

[IOCTbMN A0 CTAaTUCTMKATa Ha AeHOCTTa 3a M36paH AeH

AOCTbMN Ha MEHUDKbPUTE A0 NoKasaTesinTe Ha [eHOCTTa Ha
CNy>XXUTenmte 1 |/136paHm exunnn

npoBepABaHe Ha BPEMETO, NpeKapaHo Ha 1 Aajiede oT
KOMMKOTbpPa

CMUCBK C HAaW-MONYNAPHUTE CaNTOBE W NMPUOXEHUS 1 6pOi
MUWHYTW, NPeKapaHn B TsX

NHOMKATOP Ha BPEMETO, MpekapaHo B NPOAYKTUBHA,
HenpoayKT1BHa patoTta 1 paboTa 6e3 edeKT

CIMNCBK C BCUYKM MPUNOXKEHNA, N3MOJTI3BaHM OT AafeH
CIy>XUTEN Npe3 onpenesneH nepnoa ot BpemMe

BBb3MOXXHOCT 3a pasfesidHe Ha CIIYy>XUTeNnTe Ha rpynn n
n3MepBaHe Ha ed)eKTI/IBHOCTTa Ha uenun eknnu

He3aBWCKMMO OnpefensiHe Ha AeMHOCTUTe KaTo ,MPOAYKTUBHM',
,HenpoayKkTnBHu' 1 ,6e3 edekT"

n06aBAHE Ha U3KIKOYEHNS 38 OTAENHM Py

CMUCHK C JaHHUTE 33 KOHTAKT Ha CIY>XXUTENN C BKIYeHa
BrpajeHa cucTeMa 3a TbpceHe

onpefiensiHe Ha AoNHATa rpaHnLa Ha MPOAYKTUBHOCTTA U
ropHaTa rpaHuLa Ha HenpooyKTUBHOCTTa

npeaynpeanTenHn CbobLLEHNS NP HaABULLIABaHe Ha ropHaTa
rpaHuLa Ha HeMpPOa4yKTUBHOCTTA MW HEAOCTUraHe Ha foNHaTa
rpaHuLa Ha NPOoAYKTUBHOCTTA

NMYHO BpPEME - Bb3MOXHOCT 3a AieakTVBMpaHe Ha byHKUMATa
3a aHasM3 Ha akTMBHOCTTa B SmartTime npv 13nossBaHe Ha
hUPMEH KOMMIOTBP 3a NIUNYHK Lienu

[OBa peXXMa Ha narneq - CBeTb/1 U TbMeH

CoTyepnbT 1 KOMNIEKCHOTO BHEAPSBAHE Ha BCUYKM MOAY/IM 3aeHO criecTsBaT 25% ot BpemeTo Ha VT
cryxutenuTe. Vimalue n nogobpeHve B CUrypHOCTTa B Pe3y/ITaT Ha HeNPeKbCHAT MOHUTOPUMHI, 3ar1C Ha
MpOMeHM 1 6JI0KMpaHe Ha MOTEHLMATHN U3TOYHULIM Ha N3TUYaHE Ha JJaHHM.

MKEFOX BYIKNHCKW - PbKOBOOWTET HA UT OTAEN



55 ADMINCENTER

NT KOMYHUKALMOHEH LIEHTBP 3A CUT'YPHOCT

280 aHM — TOJIKOBA Ca HY>XHW Ha opraHnsauunTe, 3a aa l/I}:leHTVIdJVILI,VIpaT M orpaHu4aTt
HapyLwaBaHeTO Ha JaHHW.
M3TouHuMK: Cost Data Breach Report 2020, IBM

AH)
Q>

72% oT opraHusauumuTe BApBaT, Ye SOC (LieHTbp 3a onepaTvBHa CUIYPHOCT) € KTHOYOB eNIEMEHT
Npv Cb3daBaHeTO Ha CTPaTerus 3a KU6epCurypHoCT.
—_— M3TouHumK: Improving the Effectiveness of the Security Operations Center, Ponemon Institute

MON3N OT TA3N OYHKLIMOHAJTHOCT:

¢ 6bp3a peakund Ha MHUMAEHTW, BUOANMM Ha €HO MACTO B PE3YNITAT Ha >XMB AOCTbI 0 BCUYKUN
Hal-BaXXHW AaHHW OT MpeXxXaTa Ha KOMIMaHnATa

* NMbiHa cBO60fa Ha KOHOUrypupaHe Ypes3 Cb3aaBaHe Ha HeorpaHnyeH 6pot NepcoHanmM3npaHm
Tabna 3a ynpasJieHne B 3aBUCMMOCT OT BaLLMTE HY>XXAW U NpeanoynTaHms

¢ BMWCOKO Ka4eCTBO Ha npeAcTaBAHE Ha AaHHW, 6r|arogapeH|/|e Ha NMHTEPaKTUBHW AnarpamMu,
TabAMUM M Bb3MOXHOCT 3a NMoKasBaHe Ha I/lHd)OpMaLlI/lﬂ Ha ronemMuy eKpaHm (npoeKTopm n
eKpaHn Ha TeJ'IeBIA30pl/I), BKJTKOUNTENHO Bb3MOXXHOCT 3a I/1360p Ha TbMEH NN CBETbBJ1 PEXNM

Wision AdminCenter == »

HAWV-BAXXHWTE XAPAKTEPUCTUKW:

aflanTVBHWU NpUCNOCco6eHus, ynpaBieHne Ha pasMepuTe Ha NpucnocobneHnsTa
no6aBsHe 1 ynpaBfeHne Ha HeorpaHyeH 6poit Tabna

aBTOMAaTMYHO OMpecHsiBaHe Ha Tabnata

noka3BaHe Ha TabnaTa B CBETHJ U TbMEH PeXxXnM

nokasBaHe Ha Tabna B TbMeH pexxum - CnogensHe Ha Tabna B PeXKnMM caMo 3a YeTeHe

yrnpaBfeHne Ha aAMUHUCTPATOPCKM paspeLleHna 3a GyHKUMoHanHocTMTe Ha AdminCenter

HATINYHWN TTPNCTTOCOBJTEHNA:

OT Network moayna: bposun Ha Npon3BOANTENHOCT, CUrHaNM 1 oTrosopu oT TCP/IP ycnyrn

OT Mogayna Inventory: MpoMeHW B xapayepHaTa KOHGUrypaums 3a yCTPOWCTBa C areHTu, [1poMeHn B
KOHMUrypaumsiTa Ha NpuUoXeHUsTa 3a yCTPOMCTBA C areHTu, CurHanu 3a akTusem

OT moayn Users: CTaTUCTMKa 3a pasnedaTku, CTaTUCTMKA 3a M3M0N3BaHe Ha NPUoxXeHus, Yeb akTUBHOCT
MocnegruTe 10 3as9BKK C HapyLleH nokasaTesn 3a SLA, 10 npeacToaLLm nokasaTens 3a SLA

OT1 moayna HelpDesk: CTaTncTvka 3a 06paboTKa Ha 3asiBKK, CMMCHK Ha NocneaHnTe HeobpaboTeHW 3aaBKMY,
Cn1cbK Ha Halt-cTapuTe Heo6paboTeHM 3asaBKN

OT Moayna DataGuard: Hackopo cBbp3aH BbHLUIeH HocuTen, MNocneanu dannosm onepaumm
OT Moayna SmartTime: pynoBa npon3BoanTenHocT, CTaTUCTMKa 3a HEMPOAYKTUBHOTO BPEMETO

AdminCenter nogampxa paboTata Ha aMUHUCTPATOPUTE, KATO Bb3AMOXHOCTTa 3a CTapTUPAHETO My B 6pay3bpa
€ OrPOMHO MPEANMCTBO. [TPUIOKEHNTE MEXaHN3MU 38 MPEACTABSHE Ha JaHHM Ca NEPOEKTHM 3a NO3NLMUTE 3a
Ha6/moAeHne. AIMUHUCTPaTOPUTE MOraT [a BUXKAAT KakBO Ce C/yYBa B PAGOTHUTE CTAHLMM B PEAHO BPEME,
KOETO MpaBu yrpaBieHNETO MHOMO JIECHO. ,YepelukaTa Ha TopTata’ e MHTYUTUBHUAT HauuH 3@ U3rpaxzaaHe
Ha cBou co6CTBEHN Tabna B cuctemarta. [peanumcteata Ha UX (User Experience - gusaiiH Ha noTpebuTescko
U3KMBABAHE), Ha TOBA PELLIEHME CbLLO TPA6BA Aa 6bAaT criomeHaTn. MoxeTe ScHoO Aa BuanTe Kak Axence nVi-

sion® ce pasBuBa 1 rMpOMEHA B OTFroBOP Ha 6m3Hec HY>KANTE.

ARTUR WICHLINSKI| — PbKOBOAUTE/ HA OTAE/, COOPERATIVE BANK
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PelleTe cneundunyHm npeam3BmKaTencTBa
N U3NCKBaHMS BbB (PMHAHCOBATa NHAYCTPUS
c Axence nVision®

BbnrapckaTa hoHAoBa 6opca e poHaoBa 6opca, Cbh3aaaeHa npes 1991 r.
n paboTelia B Codus.

NHCTAJTMPAHE I:' FI‘i a @ ('

CentemBpn 30 paboTHM Network Inventory Users HelpDesk  DataGuard
2019 CTaHUMK
MPEONSBUKATEJICTBA « [IOCTUTHATK MOJI3K
OCUrypsiBaHe Ha HEMPEeKbCBAEMOCT Ha 6r3Heca . Bb3MOXHOCT 3a LieHTpann3mpaHe Ha MOHUTOPUHra u
yrnpaBfieHneTo

crnasBaHe Ha nsnckBaHnaTa Ha GDPR 3a 6usHeca

° OOKJTaaBaHe Ha I']pO6J'IeMI/I, Bb3HMKBaALLM B MpeXxXaTa
3alinTa Ha TNYHKTE JaHHWU 1 NOBEPUTENTHOCTTA

. BbBeAEHO ANCTAHLIMOHHO aAMUHUCTPUPaHe
MUHUMU3MPAHE Ha HEMPOAYKTUMBHOTO BpEME Ha
CNY>XUTENUTE . HamansBaHe Ha HEMPOAYKTMBHOTO BPEME Ha
CNYy>KUTENNTE

®uHaHcoBaTa MHAYCTPUA U CReUndUYHKTE 3aCTpaxoBaTeNHW AEMHOCTM, M3BBPLUBAHM OT KOMMaHUATa, NpUHyanMxa
13Mon3BaHeTo Ha creumantn UT MHCTPYMEHTK, 3a fla OTroBOpST Ha crelmduyHUTe n3MckBaHus. BbarapckaTta
hoHaoBa 6opca Tpsi6Ba fAa OCUrypu HEMPeKbCBaeMOCT Ha B13Heca 1 pasnpoCTpPaHeHMe Ha Na3apHUTe AaHHK cpeq,
06LLEeCTBEHOCTTA.

Axence nVision® oTroBaps Ha M3MCKBaHMSATa Ha GUHaAHCOBaTa MHAYCTPUA Ypes:

opraHuanpaHe Ha otganedeH opuc

cnasaHe Ha GDPR

MOHUTOPUHI Ha MpéeXaTa

MbpBOHaAYaNHoO, pellaBawmaT GakTop Npu BHeapsiBaHeTo B bbnrapckata goHgoBa 6opca belle moaynbT Da-
taGuard - ocobeHo B 0b6xBaTa Ha cnasBaHeTo Ha GDPR. B MOMeHTa MOHUTOPWHIBT M OTAANeYeHnaT AOCTbN 40
YCTPOMCTBaTa C MHCTaNMpaHu areHTu ca Han-LUeHHUTe 1 eheKTUBHM QYHKLMOHANHOCTH B exkxeJHEBHATa padoTa.

Kato komnaHus, ceptugmympana ro 1ISO 27001, umame CTPOrv U3NCKBaHUS 3a MHCTanMpaH copyep.

C Axence nVision® umame MmbeH 1 nogpobeH AOCTb [0 CIMCHKA C MHCTa/MpaH copTyep B OpraHn3auymsTa,
KaKTO M Bb3MOXHOCT 38 OTKDUBAHE Ha HENWLIEH3VPaH TakbB. VI3r0/13Bame TEXHUYECKA MOAAPBIKKE OT MECTEH
napTHbOP Ha Axence - MHOro cMme JJoBOsIHW. Axence nVision® e neceH 3a MHCTampaHe, ynpaBieHne 1 noaapbxKKa.

MBAH TAHEB, B BJITAPCKA ®OH/JOBA EOPCA



CASE
STUDY

nVision pelwaBa npeans3BmnKaTesiCTBa, KOUTO ca cneumd)quM B 3acCTpaxoBaTtenHaTa MHAYCTPpUA. Tow BM nomMara Ja
crnasuTe nanckBaHuaTa Ha GDPR 4pes necHo HabntogeHve Ha d’)aVIJ'IOBe, CbAbpXXalln N4YHK OaHHKW - BpEMEHa 3a
AOCTbN, NPOMEHN N MHOIO APYyrn AaHHN.

= EUROINS

MEMBER OF EUROHOLD

MogynbsT HelpDesk e mpeo6nagasawl B EBPOMHC. KntoyoBOoTO npeaMmcTBo e BrpafeHata VNC oTaanedeHa
Bpb3Ka 6e3 He06X0AMMOCT OT BbBexAaHe Ha IP 1 noTpebuTencko nme. 13non3eaHeTo Ha Tasu GyHKUMOHANMHOCT

OnpocTeTe nNpoLeca Ha xapayepHu

akTyanuaaumm ¢ Axence nVision®

3acTpaxoaTenHa komnaHus EBPOMHC nma odbuck B Haa 87 rpaaa

1 paboTu ¢ Hag 1 500 nocpeaHnLn.

NHCTAJIMPAHE ;I

Anpun 500+ paboTHM
2019 CTaHUMKn

NPEOVSBNKATESICTA:

nonobpsiBaHe Ha NpoLieca Ha XxapAyepHV HaACTPOMKM
aKkTyanuaunpaHe Ha OC

ocurypsiaHe Ha 6bp3a 1 ycreluHa AMCTaHUMOHHA
noaapbXKKa

3allnTa Ha YyBCTBUTESTHM AaHHKM B 3aCTpaxoBaTesiHa
KOMMaHNA

i

Network

2 & 0

Inventory Users HelpDesk  DataGuard

MOCTUTHATW TOJ13W:

npocreaaBaHe Ha BepCUmW 1 paLMoHanusnpaHe Ha
XapfyepHW aKTyanuaawmm

NecHO HabMtoAeHNe Ha MePCOHANN3MPaHu
MPUNOXEHUSA 1 YCIYTrW, HanpaBeHn 3a KOMMaHUATA

(yHKLMOHaNHOCTTa 3a oTAaNeveH A0CTbI CrecTsiBa
CceAMMYHO TOHOBE PABGOTHO BPEME Ha CIyXXuUTenmTe

6'bp3VITe onepaunn CbC 3adBKN HOCAT
YOOBJIETBOPEHNME Ha KITMEHTUTE

cnasBaHe Ha GDPR

3a OTAaNledeH AoCTbn A0 pa6OTHVITe CTaHUWW Ha CNY>XNTENUTE HK CrecTdBa ceqMNYHO NeCeTKM YacoBe.

MonsuTe OT ynpaBneHMEeTO Ha NOTPEBUTENNTE CbLLO Ca 3Ha4YMMM, 0CO6EHO
hYHKLUMOHANHOCTNTE NO-A0SY:

3a BCEKM eIvH NMOTPEBUTEN MOXKE fa Ce Cb3Aage pasnnyeH npodus ¢ pasnvyHmu npasa

M3MON3BAHETO Ha XxapAdyep MOXe Aa obae OrpaHM4YeHO 3a BCEKM FIOTpe6l/ITeJ'I

BCeKN KOMMKOTbHP MOXXe [a 6b/le AOCTbMNEH ANCTAHLMOHHO CbC CbIIAcKEeTO Ha I'IOTpe6l/1TeJ'IF|

MpuunHata ga nséepem Axence nVision® 6€, IeCHOTO BHEAPABAHE U yrpaBreH1e, Hal-Bede aaMUHNCTPATOPCKAaTa
"

KOH30M1a ,Bcuyko B efHo , KOATO C'b6Mpa 1 CBbp3Ba MH(pOpMQUMﬂTa MEXY MOAJYIInTe. Hskonko nbTH
n3r10JiI3Baxme TeXHMNYecKarta rofgApb)XXKa Ha Axence, kKaTo peakyndgra nm 6€e MHoro 6bpaa.

OVAHA TOAOPOBA, PEKOBOANTES ,MHOOPMALIMOHHO OBCITY)KBAHE", 31 EBPOUHC A
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